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Compliance

« Numerous sets of regulations globally

« Different interpretations of the same legislation
* Regulator involvement varies

« Each location has it's unique issues

« Staff may behave differently when being monitored by
regulator/corporate security department



Compliance Monitoring

« Self- Auditing — announced/unannounced

- Self-Testing iy E i
N

* Frequency

* Monitoring for trends
» Rectification — initial/long-term

« Seeking regulatory input



Addressing Compliance Shortfalls

|dentifying the immediate response required

* Implementing short-term measures

* Assessing whether problem is endemic or systemic?
* Root cause analysis

» Scheduling follow-up compliance tests

« Education to ensure a long-term fix



Potential Consequences of Non-compliance

 \Weaknesses may expose Virgin Atlantic
* Potential for terrorist/criminal infiltration

« Deficiency Notices/Enforcement Notice

Department for

Transport
* Financial penalties from the regulator

 Loss of staff
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 Reduction in customer confidence

 Loss of business
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Ji0, I35 GFT 15T Ls
B sl e e e

Laes Lpdat Sun sy, 5 Saminmmdsar

Bl il DN e T

BBC finds airport securiby lapses

A BBC v ot igst ioen hias

it el Sasrheeis Sacirity
I-up5u:- ot Pelamvbee o mr

Alrjert], perDijFa e ok
i

A PEpOmET Wi &6 5 o
Fslion sscunby offeseEr W
=R O R
OEpertmesnt for Trensport e v m— o
o DA seanches, the B b iy iy Bl
LE- gl

It caid cho sfso found planes BT opan aned i Ehen deed
srwmmaght-ancd thak g krvorsd gdy  uwed Emubiy mesn
o ]

I EIEIENEWS -

[ |- Wachviicdan; § Thfawer, SO0 14T GPT L5 50 LW

W el b b P i Eredahis sRIEEy

Threats no Filul: can kprore

Fig Paftna® leatdmn
BB Muea Oirkve

Tierroee sisseras rvolving alfineres Bl that of thse Luflsssns
plane forcril back by 1sranl have regularky mads the
lisriaaliiviih shrecsd 05 11 - Ehansgh Qs irandy i Qhad thosda sl
attack alriners tor resl iesssably glye no s areieeg

Wilarl DD SThiErs wam
deriroy e oy e PuEney m
ALDeET I DoOE mdny SdyE
bedones the sthonbes wem
el rEE=ial D STl e
hzd besn bombed

Yl DCa &t ke had goie ub
From the groiand g arfne peick
Canl affend 1o caka tha sk ar
conbreEng 5 qght, inosreg
Chat e i resoansdidity o
mysks gn hes or Feer ghouiders

wadumaakbae i " sl m
Thea ind i oF Thoks On DDEns

¥ fleresrmbay, 2004, 15 58 ST
B bl dhie oo 8 fre et B Foviabbe easnier

Passanger plana in security alart

Fndasy

wy, B Eieyesi, S0, O =T i

B evvanil S e e Preke o e

A riiribes jat Pledng Lo 8 e
frorm Pakistan veas Erackesd
Al A p s of
shamciast Er by Been RAaF
HNghdmrs durkng a seoedty
alEr, 18va BEC Fias sl

1E vy wharkoed aflmr U0 i
Irathc controllsrs sas they
Culk] AGEL COnCact T Habiiiar
Interrabaned - Adrb-sss (PTA S

feghs Poen Lahore e Fridasy

Tha =85 el wads slrommmded o e (49
o banrd few borcards b arc hesiar gt

EVYWS i mmaoi

1 Sumvilayp, 2F Suguel,
Hap oo @ hreed

20, OF 1 15

B Cvas i Breeabls seeees

Bomb traces in both Russian jebs

Trawes of pxplosive hawes
winsd Diesn Teind Bt
wirockagn of hokh e sssnogsr
jabs edvich rashed aarlior
nlis ek, Risssian
Frunatipstors say,

Thee Ceel Togpokess Srknies
Crashes pirast sesl ey
2 Tusrhdary o Sle RS R =T
rundmds of mikes apart, kg gy
B9 pazsengers and crew

Three FSE seCunly earetDe hiad aSfneady

Ay hraireg Eapanes Sraces o ore plane, 4

Tai-154, an Frnday.
i

PO |

F el H1 Dassde iy

The pank l:--'b'hl.\_.ﬂlp, mpcks cpnfact el fhie olgee lanadesd

GHT 36138 L¥

annoscad tho
discovery of traces of fesngen among the remans of one et

e [P e sive has Baan found o e rarraes of

T durimee
PBussan offcisls descrnbod what bad

“Al-Qaeda Heathrow plot’ claimed

et ails of an allsgad al livals

pands plot 1o s1ts0k Fa sty
Faatbroed alrpoet T 18 1

tront pages of many of the ANCTAL

BhpaTs. _

TFem Thmus osyn Fakifamn
intalgance officars found -
maEs ard Glher arpecstl
infemabon on 3 crenpisr
1png 0 o suspacl
besd ban® meonth

Spme ot Tharsiay s frore fis g

[EF===] Tr i e v

k-

TFe tl-:lhr F-al-e-uraph- :|.‘|ﬁ':- ez NS woans o

EIEME HEVWS

Mersdan, £

ihm soemer

R AR ]

B0, 18078 OMT 15119 Us

SRpietTdeET

N E- e
mlF -:uu!d hwa birought dowin jﬂ'

EaF jois that esoortod &
frock aifiner afRer & bomb
alert could have shof dosan
fhee plane © W b
thermateesnd the 1N, the
Ministry of Defence has said

B spokpsmars Tor the MoD o sad
it wmay roAne rehpsrne
procesira® for RAF groraft to - Gre A
macnrt pesssnger plenes abins 4 mu-t airt

PO lentsily cnder Frrasl

Hesddesf that the syl ware m plscs for e gutbonty 1o
Ea greem Tat tha hghest fewel for tha RAF ko gdesiroy any
srrraft bebwved ko be myvohed m e Sponak act sapier o 11
eptembar, 30E1
Bk b aod e was noi 2eam ol i happenerg beloee n LS
aripace




-

VAA Compliance Monitoring Regime

» Exceeds Government requirements
» Regular audits/tests conducted

* Trends are monitored

« Past results drive future audit activity
« Local oversight crucial

» Contracts with built-in incentives/penalties



Current Challenges

* Global threat levels

« Economic climate

« Financial pressures on the industry
* Insider threats — collusion?

* Increase in criminal activity as economy weakens — theft from
aircraft/airport terminals

« Shift in targets
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Providing clear instructions of requirements

Security Provider Performance Management

* Meaningful contracts
« Partnership approach — regular contact

« Encourage feedback from staff on the front
line

« Corporate vs. local direction

* Providing constructive feedback, both
positive and negative



Threat Assessment

« Decisions need to be made without a @r-lr__'lgl_'ll._n_.i‘:‘n SECURITY
] . i L :."|" "-r' I__l I_‘ - |
commercial influence

SEEVERE

« Keeping things in perspective. The dangers of

a disproportionate response m

. : : ELEVATED
« Considering safety factors — e.g. diversions Lo
create other issues GUARDED

« Passenger reaction, even to a non-credible s

threat




Threats
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Threats Continued

« Mentally unstable individuals

« Potential for copy-cat acts

« Passenger confidence affected
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* Hotels

* Public places including
transportation modes

» Areas likely to be frequented by
large numbers of people




New Threats....New Measures

 New security measures
displaces risk.

 New target is created

* New build facilities can also
help mitigate new threats

Brmece through securky in minukbea
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 (Customer service benefits




Partnership Approach

Mutual trust

« Joint-working initiatives

« Benchmarking

« Consistency

* Open and honest relationships

« Facilitating investigations
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Department for

« Excellent working relationships Transport

Liaison with Government Agencies

« Transfer of information — future changes

« The bigger picture

Home Office

UK Border

* Trends identified
« Ensures quick responses to incidents

« Airlines have a global presence
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Questions?




