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Cargo Crime

US Congressional Research Service Feb 2008

"It Is estimated that direct losses due to cargo theft
across all transportation modes total between $10
and $30 billion annually in the United States.”

"In addition to theft, smuggling is a problem for air
cargo security. Smuggling operations are often
linked to organized crime, and may provide support
for terrorist activities".



A,

Transporied Asset Protection Association (]

United Kingdom

Czech Republic
11 incidents
Netherlands
r““‘.*"”"{‘ |taly
: 8 incidents
France —
2 incidents
Bulgaria
. 8 incidents
Spain  —
11 incidents
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Turkey, Poland, Bosnia and Herzegovina, Croatia, Germany,
Greece, Hungry, Latvia, Romania, Slovakia and Switzerland:
1 incident each
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4.6 Measures relating to
cargo, mail and other goods

4.6.1 Each Contracting State shall ensure th
applied to cargo and mail, prior to their being
oaded onto an aircraft engaged in passenger commercial air
transport operations.

4.6.2 Each Contracting State shall ensure that cargo and
mail to be carried on a passenger commercial aircraft are pro-
tected from unauthorized interference from the p

applied until departure of the aircraft.

4.6.3 Each Contracting State shall establish a process for

approval of regulated agents, if such agents are involved in
implementin

4.6.4 Each Contracting State shall ensure that operators
do not accept cargo or mail for carriage on an aircraft engaged
in passenger commercial air transport operations unless the
application o onfirmed and accounted for

by ; :
(_regulated agent, Or such consignments are subjected to

appropriale
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CHAPTER 4. ENTRY AND DEPARTURE
OF CARGO AND OTHER ARTICLES

A. General

4.6 Where practicable, in order to improve efficiency,
modemcsCreening or examinatiomtechniques shall be used to
facilitate the physical examination of goods to be imported or
exported.
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(b) cargo shall be:

(i) searched by hand or physical check; or

(if_screened by x-ray pquipment; or

(iii) subjected tc-r
(iv) subjected to other means, both techni -.1“ ¢. sniffers, trace detectors, explosive

detection dogs etc.)

S0 e that it does not contain any prohibited article as listed in points iv and v of the
Attachment, unless it has been declared and properly subjected to applicable safety measures.

Where none of the above means and methods of security control can be applied owing to the nature of the
consignment, the appropriate authority may specify a storage period.




6.3.1.

6.3.2,

Security controls

When screening cargo in accordance with point 6.3.1(b) of the Annex to Regulation (EC) No 2320{2002, agents
or air carriers shall:

(a) employ the means or method most likely to detect prohibited articles, taking into consideration the nature of
the consignment; and

(b) ensure that the means or method employed is of, ord@, a standard sufficient t@dﬂt no prohibited
articles are concealed in the cargo,

The appropriate authority shall notify the Commission of all other means, as referred to in point 6.3.1(b) under
(iv) of the Annex to Repulation (EC) No 2320/2002, which it allows for screening cargo.
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Screening can be performed when the cargo is in the custody of the regulated agent or when it

"ecmntmi of the air carrier (if they are different entities).
There are two types @f screening methods;

Threat detection techniques, the purpose of which is to detect one or many
compenents of an improvised explosive device (IED) (detonator, energy charge,
explosives)
o Hand-search
Conventional X-rays
Explosive Detection Systems (EDS)
Metal detection
Explosive trace and vapour detection
Explosive detection dogs
Very large X-rays
o Advance Technology x-ray or other wave based systems
Threat activation techniques, which are designed to activate an IED before the
consignment is loaded on board the aircraft
o Decompression chambers
o Full flight simulation systems
o Security storage (Security storage should only be used when it is not feasible to
apply any other method of screening due to the particular nature of the
consignment. Holding a shipment will impede on the advantage that air cargo
has on other modes of freight shipping, namely its speed. When it is used, the
hold period should be of at least 24 hours and no more than 48 hours.)
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Cargo. Any property carried on an aircraft other than mail,
stores and accompanied or mishandled baggage.

Regulated agent. An agent, freight forwarder or any other
entity who conducts business with an operator and provides
security controls that are accepted or required by the
appropriate authority in respect of cargo or mail.

27 _known consignor“means a consignor who originates cargo

or mail for its own account and whose procedures meet
common security rules and standards sufficient to allow car-
riage of cargo or mail on any aircraft;

28Caccount consignor neans a consignor who originates cargo
or mai

or its own account and whose procedures meet
common security rules and standards sufficient to allow car-
riage of that cargo on all-cargo aircraft or mail on all-mail
aircraft;










Shippers

Origin-Destination

Origin

Carrier
Freight Forwarders / i\

Export
Customs

Import
Customs
Destination

Freight Forwarders

100% Secure Air Cargo Supply Chains

Cargo secured up-stream, all operators protect it Consignees

Based on a Standard Operating Process & ‘

Standards Manual




“The concept of supply chain security should be fully
endorsed...bearing in mind there may be some limitations”

“A proposal on supply chain security (is) to be considered for
iInclusion in Amendment 12 to Annex 17 (to the Chicago

Convention)”

WCO G20 Summit Communication

“...efforts to impose non-tariff barriers (such as unnecessary
Increases in the physical inspection of cargo) are not helpful for
promoting international trade...”
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Shippers

Origin-Destination

Origin C/arrier
Freight Forwarders ﬂ
Export \
Customs
Import
Customs

Destination
Freight Forwarders

Voluntary compliance with Standards
Audit leading to Certification as “secure”

Compliance with multiple requirements e.g. Consignees

WCO Safe Framework, Annex 17, TAPA Air Cargo
Security Standards & others

Reduced vulnerability to terrorism & cargo crime
Minimal airport screening
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Malaysia 15t pilot country,
Thailand keen to be 2nd

ICAO will “work closely with I1ATA
on Secure Freight”

ICAO AVSECP/20 WP gained
positive responses from: USA,
UK, Mexico, Australia, Brazil,
Argentina, India, Senegal, Japan,
Singapore, Switzerland, Saudi
Arabia, China
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Prepare for

pilot
launch
Develop
framework Launch, monitor,

record, review, refine

Pre-launch training &
oversight. Prepare for
standards implementation

A
/ Standard Operating
Process & 15t draft

Standards Manual

Project planning &

commence strategy T
development
02 03 Q4 2010



|ATA Contact:

John M. Edwards, Head of Cargo Security
emall: edwards|@iata.org
mobile: +41 79 433 9528
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