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� Aviation security numbers, the threat, gaps and vulnerabilities

� Human factors supporting aviation security

– Human factors best practice

– Key performance metrics

– Security culture and human incident reporting 

– ‘Human Factors Integration’ and its contribution to security system 
optimisation 

� Summary and Conclusions
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Aviation

� 5000 airports world wide
– 453 in US
– 89 in Canada
– 142 in China

� Approx 68 million passengers per year through 
Heathrow Airport

� 68,000 employees at London, Heathrow with airside 
passes

� 2 million passengers per day through US airports

� Passengers numbers have doubled in 10 years

Rail

� Over 7 million of rail journeys per day in UK

� Consistent and predictable areas of mass commuter 
crowding

Maritime

� 70,000 passengers on cruise ships at any one time 

� Major cruise line operator launching 1 new 3000 pax 
cruise ship every 3 months
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Transport Security Officers

� 8,000 security officers in UK

� 45,000 security staff employed 
by Transport Security 
Administration

� 4,500 security officers employed 
by Canadian Air Transport 
Security Administration

Over 1,000,000 critical decision 
made by each security officer per 

year 

Over 1,000,000 critical decision 
made by each security officer per 

year 

‘It is unprecedented for any 
working environment to 

operate under such a high level 
of threat for such a sustained 

period of time’

Ian Hutcheson, Director of Security, 
BAA, 2006

‘Governments must focus 
much more on further 

harmonisation to ensure that 
effective security is also 

convenient for passengers. ’

Giovanni Bisignani; IATA 

Terrorism and Security
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� Human beings are a fundamental part of an effective aviation security system

� Implementing Human Factors best practice is fundamental to all personnel, 
organisational, and technology issues to help ensure a safe and secure aviation 
system

People

TechnologyEnvironment

System

Processes



������	�
��������
������	���
������
���
��������
�� �����

���������
�	�
	���
��
�����

Security checkpoint overview

� The typical screening process focuses 
on the detection of prohibited items 

� The process is essentially one 
standard for all passengers 

� Whilst advances to deployed 
technologies have been incorporated 
in recent years the checkpoint 
screening environment has remained 
relatively unchanged 

� The process that exists can be 
predictable

� The security officer is potentially the 
greatest asset to ensure the safe, 
efficient, and expeditious screening of 
passengers and their luggage

Typical aviation security checkpoint

100 
years
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known factors

� Security officers operate in a demanding, time 
pressured environment 

� Regulators continually refine mandatory search 
processes

� Wider range of targets and threats

� Innovative threats are emerging which are 
harder to detect

� 2nd and 3rd generation equipment requires 
additional skill sets from security officers

� Soft targets are available and demand focused 
security integration

� Environment is becoming more stressful and 
more commercially focused
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Training (Initial OJT, Refresher)Training (Initial OJT, Refresher)

Employee Recruitment / SelectionEmployee Recruitment / Selection

Computer Based TrainingComputer Based Training

X-ray competency and proficiency X-ray competency and proficiency 

Threat Image Projection (TIP)Threat Image Projection (TIP)

Shift Systems Management and 
work rest scheduling

Shift Systems Management and 
work rest scheduling

Supervision and motivationSupervision and motivation

Commentary

� Established guidance on recommended 
best practice exists in open publications 
and industry guidance notices

– ICAO Doc 9808

– ECAC Doc 30

� Implementation and use of existing 
guidance is sporadic

� Requirement for widespread uptake of 
proven human factors best practice 

� Needs to be driven internationally with 
programs to harmonise implementation 
and use

Best practice standards



Aviation 
Security
Aviation 
Security
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Security processes will never be 100% effective but…..  

� Focus on human performance in X-ray screening with diminishing 
gains in performance enhancement

� Technology deployed often does not address ergonomics or 
training needs and has not succeeded 

� Motivation of security personnel is lower than desired 

� Skill requirements for staff working with next generation 
technology are not being adequately identified or addressed in a
timely manner 

� Standards of supervision are variable and not linked to achievable 
and measurable  performance

� Training is often neither competency based nor evidential

� Staff greatest asset, but a significant lack of skilled manpower
exists 
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Security checkpoint key featuresSecurity checkpoint key features

� High risk environment

� Interdisciplinary teams 

� Up-to-date communication of 
information

� Use of technology

� Detection of threats

� Customer facing

� Noisy environments

� Hierarchical line management

� Safety and security culture

� High turnover of staff

� Shiftwork

� High risk environment

� Interdisciplinary teams 

� Up-to-date communication of 
information

� Use of technology

� Detection of threats

� Customer facing

� Noisy environments

� Hierarchical line management

� Safety and security culture

� High turnover of staff

� Shiftwork

Other industriesOther industries

� Medical industry

� Nuclear industry

� Military domains

� Manufacturing

� Civil aviation

� Police Service

Organisational 
Effectiveness

Organisational 
Effectiveness

Operational 
Analysis

Operational 
Analysis

Human 
Factors
Human 
Factors
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� Assessment of untapped attitudes can 
help identify areas of concern inherent 
organisational weakness 

Security 
Culture

� Process for obtaining information on 
latent security gaps and vulnerabilities 
which can be used proactively to manage 
risk

Confidential 
Reporting

� Systematic process for indentifying, and 
resolving human related issues ensuring 
a balanced development of technology 
and human capability

Human 
Factors 

Integration

� Capabilities to aggregate security data 
and present salient information to 
appropriate security personnel to enable 
timely interventions

Data Fusion

� End-to-end series of processes that are 
required to plan, track and correct 
performance delivery

Performance 
Management

Domains for Systemic benefits

Impact

� Successful application to broad range of 
industries

– Off-shore oil and gas
– Nuclear power
– Health care
– Rail
– Civil Aviation (Air traffic control)
– Military
– Police
– Security Services
– Telecoms
– Car manufacturing

• Significant potential to leverage areas 
that demonstrate potential across 
multiple domains given robust evidence 
of performance benefits



����������	�
�������


� Aviation security numbers, the threat, gaps and vulnerabilities

� Human factors supporting aviation security

– Human factors best practice

– Key performance metrics

– Security culture and human incident reporting 

– ‘Human Factors Integration’ and its contribution to se curity system 
optimisation 

� Summary and Conclusions



$��
�����	�����
	�
������������
'��
����	������
(�� ����	��
)'�(�*

����

���
��	����
�
����	������
��������
���	��
��� 
��������

� Lack of definition of core competencies for the 
range of tasks undertaken within security 
screening checkpoints

� Evidence of well defined competency criteria for 
some tasks (e.g. X-ray screening), 

� There is a need for feedback data that is both 
valid and timely on other checkpoint activities 
such as passenger search, baggage hand 
search and baggage search using trace 
detection 

� Reliance on current performance data for these 
tasks means that feedback is quite rare, often 
aggregated across a whole checkpoint, and costly 
for the industry  

Problem / Issue

� To identify valid Observable 
Key Performance Indicators for 
performance across all tasks

� The KPI tool, will provide a 
standard to industry that allows 
rapid and less costly methods 
to collect data and provide 
feedback

� Need for observable KPIs at the 
individual level to

– Accurately measure the 
system, provide informed 
feedback at an individual level 

– identify any trends in 
performance data, support 
training program evaluations

Objective
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COMPETENCY COMPETENCE PERFORMANCE

What are they like What can they do
What they are 
required to do

What this achieves

INDIVIDUAL JOB

Personal 
Characteristics

Abilities Job Activities

Knowledge

Functions

Tasks

Trait

Attitude Skill

Behavior

Key Performance Indicators (KPIs) 
provide metrics on performance 
levels. Need for high level KPIs, and 
Observable KPIs for individual 
performance

Significant work identifying the 
competencies  required to complete 
all tasks. Output can be used 
primarily to support recruitment and 
selection

The Journey from Competency to Performance

Past work has produced job 
analyses and cognitive task 
analyses, significant emphasis 
on the X-ray task
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� A high level of communication

� Good organisational learning

� Senior management commitment

� A management leadership style that is 
co-operative, participative and humanistic

� High level of quality training

� Working conditions Clean and 
comfortable

� High job satisfaction , task satisfaction, 
fairness of promotion, and employee 
benefits

� A workforce composition that includes 
employees who are recruited/retained 
because they work safely

Characteristics of high 
reliability organisations 
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Characteristics of crisis prone 
organisations

Critical features present during the 
incubation period of a major incident are :

� Rigid perceptions
� Organisational exclusivity
� Inadequate communication
� Frequent Safety Violations
� Failure to detect and recognise 

emergent issues

Organisational behaviours characterised 
by:

� Management complacency
� Role ambiguity
� Poor communication
� Low prioritisation of safety 
� High pressure for performance
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� We have defined security culture for aviation check  point security as the organisational 
attributes that enable effective security performan ce e.g. training, communication, 
equipment, management commitment etc

� Security culture exists at three levels within an organisation

Definition of security culture

Overt behaviour, opinions, and feelings

Values and behavioural norms

Core beliefs and assumptions

Overt 
organisation 

Covert 
organisation 

It is important to tap into the covert organisation in order to obtain a valid assessment 
employee attitudes and assess their congruence with  organisational objectives

Untapped 
information



!�����
.�����%
�
�		�
��������
����	���
�	
�����
�
 �	��	�

�������������
	�
��������
�������
���������
��
��#� ����

Current Status

� Airports often seek to benchmark their 
functions and processes to understand 
where improvements and efficiencies 
could be made

� Different airports spend time and money 
tackling similar problems

� Often, information sharing is limited by 
practical barriers (time, opportunity) rather 
than commercial or competitive constraints

Other Industries

� UK rail industry developed a ‘Yellow Book’
of leading practices in rail safety:

� Now in its 4th published edition, used 
internationally by rail, aviation, defence
industries

� Non-mandatory; guidance and support
� Updated with latest regulations, standards 

and leading practices
� Strong fundamental principles, but not a 

one size all approach for implementing 
them
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Leading 
Practices

Tool

� People

– Recruitment, selection and on-
boarding of Security Officers; their 
relationship with the job and 
organisation throughout their 
employment; and monitoring of the 
workforce’s effectiveness

� Organisation

– Establishment of an organisational 
structure and processes that 
exemplify clear responsibilities, 
efficient planning and allocation of 
staff, and continuous improvement

� Technology

– Selection and implementation of 
technology that is appropriate, 
effective, and supports Security 
Officers in performing their job roles

� Environment

– Creation and maintenance of a 
working environment in which 
Security Officers can excel and 
passengers can be processed 
efficiently
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“High reliability organisations may have a low numb er of safety or security incidents as a 
result of poor incident reporting rates”

MAJOR 
INCIDENT

MINOR 
INCIDENTS

REPORTED

UNREPORTED
INDICATE 

POTENTIAL

EVENT INVESTIGATION

REGONISE 
POTENTIAL

CONFIDENTIAL REPORTING

?
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Benefits

Improvements to training programsImprovements to training programs

Identification of best practiceIdentification of best practice

Reduction of dangerous practices or 
violations

Reduction of dangerous practices or 
violations

Clarification of ambiguous proceduresClarification of ambiguous procedures

Replace ineffective standard operating procedures

Structured analysis can reveal gaps and  
vulnerabilities

Identification of best practiceIdentification of best practice

A simple violation such as failing to replace a dir ty Trace Detection swab 
could result in an IED not being detected
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Regulators

� Require objective analysis and 
evaluation of new technologies 
and processes to decide maturity 
and effectiveness

� Primary focus is on threat 
detection not cost or operational 
impact

� Requirement to encourage 
innovation and remain neutral

Equipment Manufacturers

� New concepts and ideas are 
often not in line with industry 
and regulator requirements 
resulting in: 

– increased costs

– inefficient use of R&D 
resources and budgets

� Various challenges in obtaining  
requirements from regulators 
and airports

Airport Industry

� Want to rapidly implement new 
technologies and processes but 
are uncertain of:

– Impact on operations

– Cost

– Performance effectiveness

� Often frustrated by the amount of 
time taken by regulators to 
approve technologies

Application of Human Factors Integration in system design to increase operational 
effectiveness and reduce costs over full life cycle  of system
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Purpose of HFIPurpose of HFI

� Ensures application of human 
factors knowledge about human 
characteristics throughout the 
design, development, and 
evaluation of systems

� Provides balanced development 
of technical, operational, and 
human aspects 

� Provides an audit trail 
demonstrating human factors 
issues have been adequately 
addressed during system design 
and development

� Ensures application of human 
factors knowledge about human 
characteristics throughout the 
design, development, and 
evaluation of systems

� Provides balanced development 
of technical, operational, and 
human aspects 

� Provides an audit trail 
demonstrating human factors 
issues have been adequately 
addressed during system design 
and development

HFI Domains

System 
Safety

System 
Safety

Health 
Hazard 

Assessment

Health 
Hazard 

Assessment
Human 
Factors 

Engineering

Human 
Factors 

Engineering

PersonnelPersonnel

TrainingTraining

ManpowerManpower

HFI covers six areas



Why HFI?

� Increasing technological 
sophistication

� Increasing scale, speed and 
interdependence of modern 
technology

� Human capabilities have not 
changed 

� The supply of people does change

� Costs of people increases

� Organisation specialisation and 
fragmentation

� Clearly identified process for 
system optimisation
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Benefits

� Improved system performance

� Improved user interaction

� Reduction in development and 

whole life costs

� Reductions in procurement cost 

and risk

� Improved recruitment and 

retention

� Removing health hazards
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� Apply what we know from established human factors best practice; it does not 
have to be expensive but the benefit can be significant

� Evidence based systems performance metrics will help determine strategic 
deployment of systems to optimise information fusion from kerbside to airside

� The nature of the screeners role will change and methods and techniques 
should be established to identify the impact on system optimisation and overall 
organisational effectiveness through effective training

� The persistent threat will demand improved ‘automated’ technologies benefits 
can be gained from HFI programs to support technology integration

� The worldwide harmonisation of transport and regulation will demand continual 
interoperability and technology integration requirements

� Implementing organisational behaviours that lead to threat mitigation, error 
tolerant, and highly reliable performance should be adopted

� Communication, collaboration, and cooperation are fundamental tenets of an 
effective approach to meet the required operational standards

Personnel

Technology

System

Best 
Practice
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